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HagexxHaa ayTeHTuurkaums n LeHTpanm3oBaHHOE
ynpasfneHne OOCTYrnoMm

3awmTa [oCTyna K KOprnopaTMBHLIM pecypcam SIBASETCS OLHOM M3 OCHOBHbIX 33434y MHPOPMALMOHHOM
6e30MacHOCTM  KOMMaHWMU. BaXkHbIMM 3N1EMEHTaMWM  pELeHMs 3TOW 33Jauu  SBAAKOTCS  HaAeXHas
ayTeHTUbUKALMS NOMb30BATENS M LLEHTPANIM30BAHHOE YNPaBAEHWE AOCTYMNOM.

Bblibop TexHONOrMm ayTeHTUUKaLmn

Bbl6op TEXHONOMMM HAZEXHOM ayTEHTU(DMKALMM 3aBUCUT OT HECKOSIbKMX NapaMeTpOB:

e [IpMMEHMMOCTb - TNO/b30BATENbCKUE CLEHAPUM MOFYT CYLLECTBEHHO OrpaHMuYMBaTb BbIGOP
TexHonornin  ayteHtudukaumm. Hanpumep, 6GONbWMHCTBO YyAANEHHbIX CLEHapUeB AenawT
HelenecoobpasHbiM MPUMEHEHME MOAK/IYAEMbIX K paboyeit CTaHUMM MONb30BaTENs YCTPOWCTB
ayTeHTUdMKALMM.

e be30macHOCTb - HA CKONbKO TEXHOMOIUS ayTEHTUDUKALMS OTBEYaeT NOTPeOHOCTIMM OpraHM3aLmm B
obnactn Ub. Hanpumep, ogHOpa3oBbie NaponvM 06ecneynBatoT afeKBaTHbIM YPOBEHb 3aLUMTbI ANs
6ONbLUMHCTBA YAANIEHHbIX CLEHAPUEB, C APYrOiM CTOPOHbI, OPraHM3aums MOXET ObiTb BbIHYXAEHA
NPUMEHATb MHbIE TEXHONOTMM A1 COOTBETCTBMS BHELWHUM TPEOOBAHMAM, TakKUM KaK TpeboBaHus
PErynsTopoB WK OTPAC/IEBbIE CTAHAAPTbI.

e YnobCTBO - HACKONbKO KOHEYHbIM Mofib30BaTensM OyaeT KOMPOPTHO MPUMEHNATb Ty MAU UHYHO
TEXHONOTMIO B YCIOBUSX MX paboTbl. Hampumep, Aoctyn Kk pabouyeMy CTONy C UCMONb30BAHUEM
OAHOPa30BbiX Naposeit MoxeT 6biTb HeyaobeH, T.K. NoTpebyeT reHepupoBaTb U BBOAMTb Naposib
MHOrO pa3 B TeYeHne paboyero AHS.

e (TOMMOCTb  MCMONb30BAHUS  TEXHONMOTUWM  AYTEHTUDMKALMKM  CKNAABIBAETCS U3 HECKOJbKMX
COCTaBNSIOWMX: CTOMMOCTb BHELPEHMS; BO3MOXHOCTb MCMOSIb30BAHUS MMEKLLErOCs napka
YCTPOWCTB  ayTeHTUOMKALMM; CTOMMOCTb BNAAEHMSN; CIOXKHOCTb  MHTErpauum  TEXHONOMUM
AYTEHTUPUKALMM C LLeNeBbIMU MHHOPMALMOHHBIMU CUCTEMAMM.

LleHTpann3oBaHHOe ynpaBfieHne OOCTyNoMm

CoTpyaHUKM MMEIOT AOCTYN K LWMPOKOMY NepeyHio MHDOPMALMOHHBIX CUCTEM, KOHTPOIMPYEMbIX Pa3HbIMU
rpynnamu agMuHuctpatopoB (Active Directory, 6a3bl AaHHbIX, NpUKNagHble cuctemsl). [ng ynpaenexus
TakuMM [oCTynoM TpebyeTcs cneuuann3MpoBaHHOE LIeHTPaNIM30BaHHOE peLleHne, KOTOpoe NO3BOJUT:

e (Cobpatb MHPOpPMALMIO NO AOCTYMHbIM ANS MNOMb30BATENS MHPOPMALMOHHLIM CUCTEMAM B OAHOM
mecTe;
PeannsoBatb MexaHn3M eguHoro Bxona - Single Sign-On;
OnpepensaTb KakuMe TEXHONOTMM ayTeHTUhMKALMM OOMKHbI OblTb MCMONb30BaHblI AN BXOAA B
KaXkayto MHPOPMALMOHHYIO CUCTEMY;
3anpewaTb JOCTYN K MHDOPMALMOHHBIM CUCTEMAM;
Bectu XypHan nonyyeHuns cOTpyaHMKOM A0CTyNa

LleHTpanu3aums LOCTUrAeTCs UCMOb30BAHUEM PA3/IMYHbIX TEXHOMOMMIA U MPOTOKOMIOB MHTENPALLMM B YACTH
ayTeHTUPUKALMKM NoMb30oBaTeNnei, B 3aBUCMMOCTM OT TOro, YTO MOAAEPXKMBAET LeneBas cucteMa. M3-3a
6onbloro  pasHOO6pasus MPUNOXKEHUIA U WUCMOMb3YEMbIX MMM  TEXHOMOTMIA, €4MHOTr0 MexaHu3Ma
MHTErpaumMn He cywectsyeT. [103TOMy BaxHO, 4TOGbl CMCTEMA YMNpaBneHWs [LOCTYNOM MOAAEPXKMBana
pa3Hble MEXaHU3Mbl W MPOTOKOJbl MHTErpauMu C LENEBLIMU MPUIOKEHUSIMK, YTO MO3BOJUT OXBATUTb
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MaKCMMaJlbHOE Yncno MHCbOpMaLI,l/IOHHbIX cnucrem.

Indeed Access Manager

MporpamMmHbii komnnekc Indeed Access Manager (Indeed AM) npepctaensetr coboi nnatdopmy Ans
MOCTPOEHUSI CUCTEMbI LEHTPANIM30BAHHOMO YMNpaBfiieHMs OOCTYNOM nonb3oBaTenei K MHPOPMALMOHHbLIM
pecypcam KOMMaHuu.

Indeed AM peanusyeT BO3MOXHOCTb WCMOMb30BAHMUS TEXHONOMMMA CTPOrOM U MHOroakTOpHOM
ayTeHTUdMKaumMmn nonb3oBatenen npu pJoctyne K MHGOPMaUMOHHLIM pecypcaM. Takue TexHOnormm
COKPALLAKT PUCKM MHOPMALMOHHOM 6e30MacHOCTM, AOMONHAS MAKM 3aMeHss naponu. Moaaepxusatotca
pa3nnyHble cnocobbl ayTeHTUdMKaUMK, 3a cyeT 3toro Indeed AM agantupyetca K TpebyemMbiM CUEHAPUSAM
[OCTYNa M B KaXAOM KOHKPETHOM ciayvyae npepfiaraeT Moab30BaTeNsiM OMTUMANbHYIO TEXHOMOMMI0
ayTeHTUdUKaLMK.

[MOMWMO pasnUuHbIX TEXHONOMMIA ayTeHTUdUKaumm, Indeed AM ncnonb3yeT WWPOKKIA CAEKTP TEXHOMOIMI
MHTerpaLmu, KOTopble MO3BONSIOT MOAK/IOUYUTL LieneBble MPUNOXEeHNUS K cucTeMe ayTeHTuduKauun. Takue
TEXHONIOMMM  BKAKYAKT  peanusauuio  noaxoga Single Sign-On  (web wu  enterprise  sso),
CTaHAAPTM3UPOBaHHbIE MPOTOKO/bI ayTeHTUdMKaummM U areHtckne moaynu. Indeed Access Manager
MO3BOMSIET OPraHM30BaTb KOHTPONMPYEMbIA AOCTYN K MHMOPMALMOHHLIM pecypcaM Kak M3 BHYTPEHHeW
CeTM KOMMaHMM, TaK M K CUCTEMAM, OOCTYMHbIM M3 BHELWHeW ceTu, TakmuM Kak nouta, VPN, VDI wu
web-nopTansl. Takoi noaxon N03BossSeT NOCTPOUTb LEHTPANIM30BAHHYIO CUCTEMY NpefoCcTaBieHns 4oCTyna,
KOTOpas OXBAaTblBAaET BCE MCMONb3yeMble LeNeBble CUCTEMbl, MUHUMU3IUPYET KOAMYECTBO OOpaLLeHui
nonb3oBartener B c1yxkby help desk, cokpalaeT pacxodbl Ha COMPOBOXAEHWE WHPPACTPYKTYpbl M
nosbiBaweT 3 deKTUBHOCTb paboTbl NONb30BATENEMN.

[Mnatgpopma Indeed Access Manager

B ocHoBe nnatdopMbl nexar 6a3oBble MoAyM, KOTopble obecneunBatoT GYHKLMOHMPOBAHME CEPBEPHOM
MHPACTPYKTYPbl U MHCTPYMEHTOB ynpasneHus (puc. 1). K 6aszosbiMm Mmogynam Indeed AM oTHocaTcs:

CepBep ayteHTMdUKauun n ynpaesneHusa Indeed AM. Cepsep aBnsieTcs 94poM cucTeMbl M obecneunBaeT
(GYHKUMOHMPOBAHME BCEM CUCTEMbI, OH BbINOMHAET ayTeHTUOMKALMIO NONb30BaTeNe M peanusyrT
O6usHec-nornky pewenus. Cepsep npeacraensiet cobor ASP .Net npunoxeHue M noanepXmBaeT yCTaHOBKY
B pexuMe Knactepa, no3eonsas obecneynTb BbICOKUIM YPOBEHb NPOM3BOAUTENBHOCTU U OTKA30YCTOMYMBOCTH
BHE 3aBMCMMOCTM OT MaclTaboB BHeLpeHus.

XpaHunuwe paHHbIX. Bce paHHble CUCTEMbI XPaHATCS B €4MHOM XpaHUnuLe, K KOTOPOMY HanpsiMyio
obpalwiaetcs TOnbKO cepBep. XpaHeHMe W nepefaya AaHHbIX  K/OT cepBepa MpOM3BOAMTCA B
3awundpoBaHHOM Buae. XpaHunuile MoOxeT OblTb pacnonoxeHo nuMbo B katanore Active Directory
(pacwmpeHune cxembl He NpoussoauTcs), 6o B SOL CYB/.

XypHanbHbiit cepsep. Bce cobbiTUS M3MEHEHUS HACTPOEK U MONyYeHWUs [0CTyna GUKCUPYIOTCS B €AUHOM
XypHane, KOTOPbIA pacrnofioXeH Ha BblaeneHHOM cepBepe. XKypHan MoxeT xpaHutca B dopmate Windows
Event Log, nmbo B cobctBeHHOM dopmate Indeed AM B SQL CYB[, kpome 3Toro, moppepxusaetcs
OTMNpaBka cobbITUI B TOPOHHUI XXypHaN No nNpoTokony syslog.

KoHconb apgMuHMCTpaTopa BbiNonHEHA B dopmaTe web-npunoxeHus, B KOTOPOM MOXHO MOCMOTPETH U
M3MEHWTb MapaMeTPbl CUCTEMbI M HACTPOIMKM NOMb30BATENEN, @ TAKXKE MPOCMOTPETD KYPHa/ CUCTEMBI.

CepBMc CaMOOGCﬂy)KMBaHMH OaeT BO3MOXHOCTb MNOJIb30BaTENAM 3apernctpupoBatb WM U3MEHUTDL
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aYTEHTMCI)MKaLI,MOHHbIe AOaHHblEe (CMapT-KaprI, reHepatopbl 04HOPA30BbIX naponeﬁ, oTne4yaTkn n ,El,p)

MpoBaitpepbl ayteHTMdUKaumum obecneumBaloT Indeed AM BO3MOXHOCTb PpaboTbl C TEXHONOMMAMMU
ayTeHTUdUKaLMK nonb3oBaTenen. [MpoBangep ayTeHTUdUKaLmm npepocraenger cucteMe
YHUOULUMPOBAHHLIA MHTEPDENC AN BbIMNOJAHEHMS oOnepauuin no paboTe C KOHKPETHOM TexXHosorven
ayTeHTUDUKAUUKN: NONyYeHUE aYTEHTUPUKALMOHHBIX [AHHbIX A0S XPaHEHUS M MPOBEPKM, a TaKxKe
Bepudukaumio (Nposepky) AaHHbIX. Indeed Access Manager nognepxuBaer ciegylolue TeXHONOrMu
ayTeHTUDUKALUU:

Kpuntorpadumyeckmne cmapt-kaptel 1 USB HocuTenu, Takme kak PytokeH, eToken, JaCarta v gp.
beckoHTakTHbie RFID kapTbl (Mcnonb3yembie B kKavectBe nponycka B CKY[ cuctemax) dopmartos
EM-Marin, HID iClass, HID Proximity, Mifare.

e AnnapaTtHble M NpPOrpamMMHble TOKEHbl FreHepauun OAHOPA30BbIX nNaponen no npotokonam OATH
TOTP n HOTP.
OpHopa3oBsble KoAabl, BbiCbliaeMble Mo SMS unn Email.
briomeTpuueckme TeXHONOMUK - OTNEYaTKM NaNbLEB, PUCYHOK BEH NaL0HU, U306paxeHue nmua.
Out-of-band ayteHTMdMKaLMA C MCNONb30BaHNEM MOOMIBHOTO MPUNOXKEHUS U push-yBegoMAeHWUI
Ha 6ase npogykTa Indeed AirKey Cloud (Indeed AKQ).

PaznuuHble TEXHONOMMM MOXHO OObEAMHSATb B OAMH CNOCOO ayTeHTUdMKauMK, peanusys TakuMm obpasoMm
MynbTUhAKTOPHYIO ayTeHTuduMKaumo (MFA).

MonutuKM poctyna onpeaensiorT Kakue TEXHONOMMM U A8 KaKUX CUCTEM AOMKHbI GbiTb MCMOMb30BaHbI, a
TaKXe Kakue npaBa ecTb y 0nepaTopoB M aflMMHUCTPATOPOB CUCTEMDI.

p \ Indeed Access Manager , 2
platform
C::E Moaynm nHterpaymm g—l:l MonuTtukKn poctyna
XpaHuAuLLLe = MypHanbHbIM
@ ~ 1 cepsep
. v . v
f Y f Y
Cepsep
p KoHconb ayTeHTUDUKALMU U Cepsuc
é agMuHWCTpaTopa yrnpaeaeHus N4 camoobcnyKmBaHuA
Indeed AM
. > ' . >
{ '
MNpoBaligepbl ayTeHTUdOUKALUMK
i I’
mgm PN
%) B PUSH OTP =
-4/ =
CmapT-KapTbl K Indeed AirKey OpaHopasosble BecKoHTaKTHble
{ BuomeTtpuna USB-Kntoum Cloud naposaum KapTbl
L >

Pucynok 1. MNMnatdopma Indeed Access Manager
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Mopaynun nHrerpauymn

Kaxablii MOLYNb MHTErPaLMM MOXKET MCMOb30BATLCS OTAENbHO M NPEAHA3HAYEH ANS PELUEHNS KOHKPETHOM
3a/auv No 3almTe JOCTyrna U ayTeHTUdUKaumMm nosb3oBaTtenein. Moaynm CnpoekTMpOBaHbI 419 COBMECTHOM
paboTbl, YTO MO3BONSET CO3AaBaTb /t06ble KOHMUIypaLUUM CUCTEMbI ayTeHTUhUKALMM, aaanTupya ee nog
TeKyLWME HYXabl M NAaHAWADGT MHOOPMALMOHHBIX CUCTEM NPEANPUATUS.

MporpamMmHbIi koMmnnekc Indeed Access Manager BkuYaeT B cebsi ciefyllme MOAYIM MHTErpaumm c
LeneBbIMM UHHOPMALMOHHBIMU CUCTEMAMMU:

Indeed Access Manager

. \ Moaynu nHTerpaumnm p \

o [ ] &y

N SAML Identity
Provider J

l ADFS Extension

OWA, Sharepoint, G Suite, Office 365,
RDWA ... SAP, Citrix ...

Sl || &

API Enterprise SSO y
CobcTBEHHBIE UM l J HachefoBaktble
3aKasHble Desktop n Web
NpUNOXKeHWA [ TPunoKeHua
i N\ { z
E | [ ] D
Windows 7-10, l Windows Logon 1S Extension J
Windows Server Web npunoxeHus
2008-2016 ) | Ha base cepeepa IISJ
{ 3 { '
FlE [ RDP Windows NPS RADIUS ]
Windows Server Logon Extension
2008-2016,
RD Gateway JL )L VPN, VDI

PucyHok 2. Mopynu nHterpaumm Indeed Access Manager

Indeed AM Windows Logon

Indeed AM Windows Logon (Windows Logon) npeacraenseT BO3MOXHOCTb nonyyaTb goctyn B Windows ¢
MCNONb30BAaHUEM TEXHOJNIOTUI CTPOrow ayteHTUdmKaumm B cpene Microsoft Active Directory. [lna 3toro Ha
paboune mMecTa nonb3oBaTenen ycrtaHaenueaeTcs areHT Windows Logon. MHcTannsTop areHTa peanvsoBaH
KaK CTaHAAPTHbIM NakeT ycTaHoBwwmka MSI (Microsoft Windows Installer). 310 no3sonseT onepaTtuMBHO
NMPOU3BOAMUTL YCTAHOBKY W OOHOBMEHME CUCTEMbI B MAacCOBOM MOPSAKE C UCMONb30BAaHUEM Pa3fMUHbIX
MHCTPYMEHTOB, TakmMx Kak rpynnosble nonntukn Active Directory, Microsoft System Center Configuration
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Manager (SCCM) u ap.

Inga wuHTerpaumm ¢ onepaumMoHHon cucteomit Windows MCNOAb3ylTCA CTAHAAPTHbIA MexXaHuM3M Ang
peanusauum cobcTBEHHOro MHTepdenca ayTeHTUGUKaumu nonb3osatenenn - Credentials Provider. [JaHHas
TEXHONIOTMS  MO3BONSIET  CTOPOHHMM  pa3paboTyMkaM  MHTErpuMpoBaTb  COOCTBEHHblE  TEXHOJIOMMM
ayTeHTUdMKaummn ¢ uHtepdericom Windows, npenoctaBnseT BO3MOXHOCTb HE TONbKO BbINOMHATb BXOZ4 B
Windows ¢ nomouwbto TexHonornn Indeed AM, HO u ayTeHTUOULMpPOBATLCA C nNomowbio Indeed Access
Manager BHyTpu OC, HanpuMep, Npu LOCTYNe K LOMEHHbIM pecypcam, Be6-NpUIoXKeHUSM 1 ap.

B Windows Logon noppepXuBaloTcsa BCe TexHonormm ayteHtudbukauuu, octynHole B Indeed Access
Manager (cmapT-kapTbl, RFID kaptbl, OTP, 6uometpus u op.).

OdbnanH pexxnum

Ina nosbiweHns oTkasoyctonumeoct, Windows Logon MoxeT co3paBatb JfioKanbHbid Kew Ha [1K
Nnonb3oBaTens. Takon K3W COAEPXKMT ayTEeHTUPUKAUMOHHbIE AAHHbIE M UCMONb3YeTCS B MOMEHTbI, Koraa
OTCYTCTBYeT CBSI3b C CEpBEpPHOM WMHPPaCTpyKTypoi (oddnaviH pexuM), Hanpumep, BUieLcTBUME 00pbiBa
CBS3M UM B KOMAHAMPOBKe. BpeMs XM3HW NOKANbHOIO K3LA MOXHO OrPaHMYMTb KOJIMYECTBOM OHEN UK
KaNieHOApHOM [aToM, K3W COo34aeTcs TO/IbKO A9 TeX MONb30BaTenen, a9 KOro 3TO SBHO pa3peLleHo
agMuHuctpatopoM Indeed AM. [1ns 3almThl IOKANbHbIX AAHHbIX MCnonb3yeTcs TexHonorna Windows Data
Protection API.

Pe>xum 3ameLLeHns coTpyaHuKa

Indeed AM Windows Logon nopaepXvBaeT pexuM 3aMelleHus COTPYAHUKA, AN 3TOro agMMHUCTpATop
MMeeT BO3MOXHOCTb Ha3HAYMUTb 3aMecTuTens ANna OnpeneneHHoro nosnb3osaTtens. B Takom pexwume
3aMeCcTUTeNlb, C TMOMOLLb) CBOUX aYTEHTU(PUKALMOHHBIX JAaHHbIX (KapTbl, OTMe4YaTka M Ap.) MOXeT
BbIMOAHUTL BXxod B OC OT MMeHM 3amewaemMoro nosnb3oBartens. [lpy 3TOM B XypHane cucteMbl bynet
CoAepXatbCs MHPOpPMaLMS O TOM, UTO BXOZ BbINMOAHUA UMEHHO 3aMeCTUTENb. TakoW pexKuM MnoseseH, Koraa
HeobXo4MMO CPOYHO BbIMOMHUTL Kakoe-TO AEeUCTBME (Hanpumep, OTNPaBuTb FOAOBOM OTYET) OT MMEHMU
nonb3oBaTens, KOTOpblM B AaHHbIM MOMEHT HeaocTyneH (boneH, HaxoauTcsa B otnycke). MNepuop 3ameleHuns
MOXHO OTPaHWYUTb KaneHAAPHbIMU AATaMMU.

ABTOMaTU4Yeckasa naeHTudmKaums nonb3oBarenen (Pexxnum Knocka)

J[laHHbIN pexuM xapakTepeH TeM, 4To 0AHO paboyee MeCTo MCMONb3yeTcs 60NbLINM YUCIOM COTPYAHUKOB U
nepeknioyeHne Mexpy Mx pabounMu CeccusamMm AOMKHO BbIMOMHSATHCS OMepaTuBHO. [ MakCcMManbHOro
ynobctBa B OaHHOM peXuMMe peKOMeHAyeTCs UCMonb3oBaHue 6eckoHTakTHbIX (RFID) unu KOHTaKTHbIX
CMapT-KapT, B 3TOM Cyyae CueHapui A0CTyna BbIraauT Cneayowmm obpasom:

YnpasneHne naponsaMmn nonb3osartenen Active Directory

Indeed Access Manager He 3aMeHsieT wWTaTHY cucTeMy ayteHTudukauum Active Directory, a
ABTOMATM3MpPYET YyMpaBJeHMe MaponsiMM  nonb3oBatener. B  TakoW KoHdWrypaumm naposbHas
AyTEHTU(DMKALMS CTAHOBUTCS BHYTPEHHMM MEXAaHW3MOM, KOTOPbIM UCMOMb3YETCS TONbKO HA NPOrPaMMHOM
ypoBHe. Agmunuctpatop Indeed Access Manager MOXeT HacTpOUTb CUCTEMY TakuM 06pa3oMm, 4ToObl B
MOMEHT perncrpaumm o nonb3oBaTens nepBoro ayTeHTMdMKaTopa ero Naposib aBTOMaTUYECKU MEHSETCS
Ha Clly4YaliHOe 3Ha4yeHue, KOTOpoe He COOBLAeTCS HU MOb30BATENI, HX aAAMUHUCTPATOPY CUMCTEMbI. TaknM
obpa3oMm, JOCTyn B OOMEH CTAHOBMUTCS BO3MOXHbIM TONIBKO C ucnonb3oBaHvem Windows Logon. B
JanbHelleM naponb MOJNIb30BATEN MEHSETCS aBTOMaTMyeckun nvMbo no TpeboBaHMKO OnepaLMOHHOM
cucTeMmsl, 16O MO 3a4aHHOMY PacnMCaHUIO.
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Indeed AM RDP Windows Logon

Moaynb Indeed AM RDP Windows Logon (RDP Windows Logon) wucnonb3yetca Ana peanvsauumu
ABYX(DAKTOPHOM ayTeHTUdMKaLuMM Mpu NoAakauveHusax no npotokony RDP. B 3tom ciyyae nepBbiM
(aKTOpOM BbICTYNAET AOMEHHbIM Mapo/ib, @ BTOPbIM - OAHOPA30BbLIM Naponb (one-time password, OTP) unu
noaTBepXaeHve Bxoga B MobunbHoM npunoxeHun Indeed AirKey Cloud. OTP moxeT 6bITb nnbo
CreHepupoBaH Ha CTOpPOHE MOoJb30BaTeNs B MPUIOXKEHUM HA CMApTPOHE MAM C NMOMOLLBI CNeLuanbHOro
6penoka (OTP-TokeHa), nubo otnpaBneH emy no SMS nnaun Email.

RDP Windows Logon cnenyeT yCTaHaB/iMBaTb Ha KOHEYHbIW TEPMUHANbLHbLIA CepBep, KYAA BbINOJHAET BXOS,
nonb3oBaTtesb. YCTaHOBKA KakMx NMO0 KOMMNOHEHT Ha knueHTckuit MK He Tpebyetcs. MoppepxuBaeTcs
KoHdurypaums ¢ Remote Desktop Gateway.

Indeed AM Enterprise Single Sign-On (Enterprise SSO)

Indeed AM Enterprise Single Sign-On (Enterprise SSO) peanusyet nogxop single sign-on png
YHAC/e00BaHHbIX MPWUAOXKEHUN, KOTOPble He noanepXunBatoT MexaHusMmbl SSO. Cuctema LEHTPaNU30BaHHO
XPaHWUT NApOan NONb30BATENSI OT BCEX NMPUNOXKEHUM, TPEOYIOWMX BBOAA YYETHbIX AAHHbIX M aBTOMATUYECKM
NOACTaBASET UX B 3KpaHHble GOpPMbI, KOraa npunoxeHue toro Tpebyet. TexHonorus Enterprise SSO moxet
ObITb NpMMeHeHa ans bbiX TMNOB NPUNOXeHU (windows, java, web, .net), He3aBUCMMO OT apXMUTEKTYPbI:
OAHO-3BEHHAs, [ABYX-3BEHHAS, TPEX-3BEHHAS, ‘TONCTbIM® KJIMEHT, “TOHKMI® K/IMEHT, TEPMWHA/IbHbIE
MPUNIOXEHMS.

Enterprise SSO n36aBnseT COTPYOHMKOB OT 3aNOMWMHAHUSA WM XPaHEHUs Mapoien B CeKpeTe, OT PYYHOro
BBOAA Naponen C KNaBuaTypbl, OT MEepMOAMYECKOM CMeHbl Maponei COrMacHO MapOJibHbIM MOAUTMKAM
6e3onacHoCTy.

Ina 3TMx uenev Ha pabouyei CTaHUMM nNonb3oBaTens ycraHaeBnmeaetcs Enterprise SSO areHT, KOTOpbIi
OTC/IEXXMBAET 3aMyCcK MPUIOXEHWUI U BbINMONHAET nepexBat GopM ayTeHTU(DMKALUK, KOTAA OHU MOSBASHOTCS
Ha 3KpaHe. AreHT TakXe BK/IHOYAET B Cebs pacwumpeHus gna nonynspHoix 6paysepos (Internet Explorer,
Google Chrome, Mozilla Firefox), uto no3sonset pabotaTtb C BE6G-NPUNOKEHUAMM.

MpuHuun nuterpauun Enterprise SSO ¢ ueneBbiMK cnctemamm

Enterprise SSO no3BonseT HaCTpamBaTbCs HA paboTy C NPUNOXEHNEM 6€3 MPOrpaMMHOro BMeLLATeNbCTBA B
CEpBEPHYID MAM  KIAMEHTCKYK 4acTM [OaHHOrO npunoxeHus. [loafepXka HOBOroO  NPUNOXKeHUs
noapasymeBaeT Co3faHue cneumanbHoro wabnoHa xml-popmata, peannsaumns KOTOPOro BbIMOMHAETCS Ha
BHYTpeHHeM a3bike Indeed AM Enterprise SSO ckpuntoBoro tmna. S3blk NMO3BOSISIET yKa3aTb, Ha Kakue
$opMbl NpunoxeHus Heobxoaumo onpenenuTb peakumto. Peakuns Enterprise SSO MoxeT BknouaTh B ceb4
MOBTOPHYIK CTPOryl0 ayTeHTUPUKALMIO NONb30BATeNs, 3anosIHEHWE NONen PerucTpauMOHHbIMU AAHHbIMU
(Hanpumep, NOrMH, Naposb), HAXaTMe HeOOXOAMMbIX 3/IEMEHTOB YNpaBaeHUs (HanpuMep, HaxaTue KHOMKM
“Bxof”), 3anmcb COBbITUS B ayAMT-XKypHan U T.N.

CwmeHa napon4d B UueneBoM rNMpuio>XXeHmnn

B uenax MMHMMM3AUMKM PUCKOB MHPOPMALIMOHHOM 6€30MacHOCTU, HONBbLUMHCTBO MHPOPMALMOHHBIX CUCTEM
NOALEPXKMBAKOT BO3MOXHOCTb TpebOBaTb OT MOMb30BaTeNs M3MEHUTb 3HAYEHME Napossg cpasy nocie Toro,
Kak Nonb30BaTeNlb OCYLW,.EeCTBUA NepBbi BXOA B CUCTEMY, IMOO MO UCTEYEHUM 33a[3aHHOTO BPEMEHM XKU3HU
napons. Enterprise SSO o6pabaTtbiBaeT AaHHYK CUMTyauMio M MO3BOJSISET B aBTOMATMYECKOM peXUME
(Npo3payHo Ans nonb3oBaTens) 3abNOKMPOBATb Ha 3TOT MOMEHT AO0CTYN MO/b30BaTeNns K OKHY CMEHbI
napons, CreHepupoBaTb HOBOE 3HAYEHWe, 3aMN0NHUTL NoNs GOpMbl “HOBOE 3HaYeHME” U “NoATBEPXKAEHUE”,
HaxaTb kHomky ‘OK” [oOaBWwMCb OT LENEBOM CUCTEMbI YBEAOM/EHMS 00 YCMEWHOW CMEHEe napons,
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Enterprise SSO areHT coxpaHsieT HOBoe 3HauyeHue B 6ase gaHHbix Indeed AM. C 3TOro MOMEHTaA HMU
Mo/sb30BaTe/b, HM aAMUHUCTPATOP HE 3HAKT HOBOE 3HAYeHWe Napons W, C1efoBaTeNbHO, HE MOFYT BOMTU B
uenesyto cuctemy B o6xop Enterprise SSO.

Bo3MoxHOCTb 0BpabatbiBaTb CMTyaLMIO CMeHbl Mapons MosIBASETCS TOAbKO B TOM ciy4vae, ecim ESSO
WabnoH NPUNOXEHNS MOAAEPXKMBAET peakL M0 Ha NOSBIEHWE AAHHOIO TMNa OKHa.

Moanep>kka TepMUHaNbHOM cpeabl UCNONTHEHUS

Indeed AM Enterprise SSO apmantMpoBaH K paboTe B TepMMHaNbHOM cCpene, No3Bonss M306aBUTb
COTPYAHMKOB OT $IBHOTO WMCMNONb30BAaHMS CBOMX Maponei B MOMEHTbl, Korga pabota C npunoxeHuem
NPOUCXOAWUT BHYTPU TEPMUHANbHOM ceccuun. ng atoro areHT Enterprise SSO pomkeH ObiTb YCTAaHOBNEH Ha
TEPMWHANBHOM CepBepe.

B HekoTOpbIX CUTyauuax, B MOMEHT NONyYeHUs AOCTYNa K 0C060 KPUTUYHBIM NPUIOXKEHUSM, OT COTPYAHMKA
MOXeT noTpeboBaTbCs MNPOWTM AOMONMHUTENbHYIO npouenypy ayteHTudukauun. Ecnm  TexHonorus
npesnoniaraeT UCMoNb30BaHWe BHelWwHero obopynoBaHug, nogknoyveHHoro K MK cotpyaHwka (Hampumep,
CKaHep oTrneyaTka nanbla), TO Mexay areHTom Enterprise SSO TepMuHanbHOro cepsepa 1 060pyaoBaHMEM
BO3HMKaeT KOMMyHMKauums. Enterprise SSO ocywectBnser KOMMyHMKaumio no npotokonam Microsoft RDP
nnu Citrix ICA. 310 03HauvaeT, 4To Ha cTtopoHe K coTpyaHuka He TpebyeTcs yCTaHOBKA AOMOHUTE/bHOIO
nporpaMMHOro obecneyeHuns 3a WUCKIYEHMEM ApariBepa M Habopa run-time 6ubnunoTtek, He06Xo0aAMMbIX
ansi paboTbl 060pyaoBaHUS.

Indeed AM SAML Identity Provider

Inga opraHusauuMm MHOrodakTOpHOM ayTEeHTUPUKALMKM M CKBO3HOMO AOCTyna B web-npunoxeHus (web
single sign-on, WebSSO) ucnonb3yetca mogynb Indeed AM SAML ldentity Provider (SAML IDP). IOns
MHTErpauuMu C LUeNeBbiMU pelleHnUsIMU 3TOT MOAYNb WMCMNONb3YyeT OTKPbITbIM MeXAyHapOAHbIA CTaHAAPT
ayteHTMdumkaumm SAML 2.0 (Security Assertion Markup Language), 4To rapaHTMpyeT COBMeCTUMOCTb C
LWUMPOKMM  CMEKTPOM  KOMMepyeckux cucteM. [lpumeHeHne SAML wusbaBnsieTr nonb3oBaTtens oT
HeobXxoAMMOCTM 3aNOMUHATL MHOXKECTBO YYETHbIX AAHHbIX, A5 AOCTYNa BO BCE MHTEFPUPOBAHHbIE CUCTEMDI
TpebyeTcs TONbKO OAMH KOMMEKT YYeTHbIX AaHHbIX. AyTeHTUdUKALMS BbINONHAETCS LEHTPANM30BaHHO Ha
ctopoHe SAML Identity Provider (IDP, noctaBwuk ypoctoepeHuit). Indeed AM SAML IDP BbinonHeH B
dopmaTte web-npunoxeHns u passopaunBaeTcs B MHPACTpyKType 3akasuuka. B npouecce nonyyeHus
AOCTyNa, LeneBoe NpUNOXeHMe nepeHanpaBnsieT nonb3oBaTens Ha cTpanuuy IDP ons ayteHTudukauum,
nocne 4ero, B C/ly4yae ycrnexa, nofb30BaTenb NepeHanpasnseTcs 0b6paTHO Ha LeneBoe NPUNOXeHue C
MPU3HAKOM “ayTEHTUPULMPOBAH’, FAe MY OTKPbIBAETCA €ro Ceccus.

MHTerpaumsa no npotokony SAML BbINOSHSETCS Ha CEepBEPHOM CTOPOHE, YTO [JaeT BO3MOXHOCTb
ncnonbzosate MFA n WebSSO nopxop Ha nobbix ycTponcTeax, rae ectb bpaysep: K, cmaptdoH wnnu
MAaHLLET.

Indeed AM SAML IDP nopaepuBaeT cnepyrolme TEXHONOMMM ayTeHTUdMKALMM Nonb3oBaTenei B 0ObIX
COYETAHMAX: OOMEHHbIM Naposib, ogHopasoBbie naponn OATH TOTP n HOTP, ogHopas3oBble Koabl Yepes
SMS un EMail, out-of-band ayteHTMdMKaums ¢ ncnonb3oBaHneM MobunbHoro npunoxenus Indeed AirKey
Cloud.

B koHTyp WebSSO u MFA Moryt ObiTb BKAKOYEHbl KaK KOPMOPAaTUMBHbIE ON-premise MpUIOXKEHWS,
nognepxuawowme SAML (Hanpumep, pewenuns oT komnaHuin SAP, Citrix 1 gp.), Tak u obnayHble cepBuchI,
Takue kak Office 365, Salesforce, Slack, G Suite (paHee Google Apps) u apyrue.
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Indeed AM ADFS Extension

Web-npunoxernsa Ha 6a3ze cepsepa Internet Information Services (IIS) mMoryt 6biTb MHTErPMPOBAHbI C
nporpaMMHbIiM komnnekcoM Indeed AM c ucnonb3oBaHnmeM mMexaHusMa ADFS u komnoHeHTa Indeed AM
ADFS Extension. KomnoHeHT ADFS Extension peanusyeT npoBaigep MynbTUhAKTOPHON ayTeHTUdUKALMM
ans cepsepa Microsoft ADFS, no6asnss B npouecc nonyyeHus [oCTyna BTopov GakTop. Takon nogxon naet
BO3MOXHOCTb MWHTErpuMpoBaTbhCs C LENeBbiIMU MpuiokeHuamn 6e3 ux mogudukaumu: nNpu BXoae B
NPUIOXEHWE MOJIb30BATE/Ib MepeHanpaBnseTca Ha Beb cTpaHuuy ayTeHTudukaumm ADFS, roe uepes
npoeavaep ayteHTudbumkauun Indeed AM ADFS Extension y Hero 3anpawmBaeTcs BTOpoW dakTop, nocie
yCMnewHom ayTeHTudmMKaLMmn NoNb3oBaTelb BO3BPALLAETCS B LIeNIeBOe NPUIOXKEHME.

TexHonormnio ADFS nopnepxumBatoT Be6-npunoxeHums Microsoft, Takmne kak Outlook Web Access, Sharepoint,
Skype for Business u ap..

Indeed AM ADFS Extension B kayectBe BTOpOro gaktopa noanepXvBaeT ayTeHTUDMKALMIO C MOMOLLbHO
ofHopa3oBbix naponeri OATH TOTP u HOTP, ogHopa3oBbix komoB 4yepes SMS u EMail un out-of-band
ayTeHTUdMKaLMM C MCNOSIb30BaHMEM MobunbHoro npunoxenns Indeed AirKey Cloud.

Indeed AM IIS Extension

[na ayteHTudukaumm B web-npunoxeHuax, ucnonbsyowmx Internet Information Services (lIS), n He
noanepXuBarolmx MexaHmsm ADFS, HaMm pa3paboTaH cneumanmM3MpoBaHHbIM MOayAb MHTErpaumm Indeed
AM 1IS Extension. [laHHbIM MOAyNb YCTAaHABAMBAETCS Ha BeO-cepBep, rae pa3BepHYTO LefeBoe NPUIOXEHME
“ no3ponsieT obecneuntb ABYX(AKTOPHYK ayTeHTUdMKaumo 6e3 BMelaTeNbCTBa B €ro NPOrpaMMHbIv KOA,
Moaynb nepexsaTbiBaeT NOMbITKM ayTeHTUMKALMKM W NOCne BBOAA MMEHM W NApons, NOnb3oBaTenb
nepeHanpaBnsSeTca Ha OTAENbHYK CTPaHuuy, roe LOMKEeH NoATBepAuTb cebs C MOMOLLbI 04HOPA30BOro
napons.

Takke noonepXuBAeTCs pexuMM OOHO(AKTOpPHOW ayTeHTUdUKauuu. Takon pexum BocTpeboBaH [Ans
npunoxeHns Exchange  ActiveSync (EAS) 1 no3sonser MCKNHOYMTb AOMEHHbIM NApOnAb M3 CXEMbI
ayteHTMduKauun. [ing goctyna k EAS B 3TOM cnyyae ncnonb3yeTcs HeLOMEHHbIM Naposib, KOTOPbIN MO CyTU
npencraenseT cobon Tak HasbiBaeMbli application password, ncnonb3yemblit Tonbko gns EAS. 3ToT naponb
BBOAMTCS NONb30BaTeNEM B MOBUIBHOM KJIMEHTE AJ1 A0CTyNa K KOPNopaTUBHOM nouTe.

[IS Extension MOXeT MCnonb30BaTbCa Ans N0bbIX web-npunoxeHnin Ha 6ase IIS, Hanpumep Outlook Web
Access, RD Web Access, Exchange ActiveSync 1 op.

Indeed AM NPS RADIUS Extension

Indeed AM NPS RADIUS Extension (RADIUS Extension) npepactasnsetr coboli mMoaynb pacliMpeHus
Microsoft Network Policy Server (NPS) n no3sonser peanusosatb ans RADIUS-coBMeCTUMbIX CepBMCOB U
NPUNOXKEHNIN TEXHONOTUIO ABYX(DAKTOPHOM ayTeHTUGUKaumu. Insg atoro Tpebyetcs:

e PasgepHytb B cet npeanpustus NPS cepsep, KOTOpbIi NpenocTaBnseT BO3MOXHOCTb
ayteHTMdumKaumm no npotokony RADIUS ¢ ucnonb3oBaHMEM YYeTHbIX AAHHbBIX MOJIb30BaTeNEN
katanora Active Directory.

e HactpouTtb ueneBoe npunoxeHue Ha ayTeHTUdMKauMio nonb3oBatener no RADIUS npoTtokony Ha
cepsepe NPS.

e YctaHoBuTb Ha NPS cepBep pacwupenne Indeed AM NPS RADIUS Extension, kotopoe 6ygper
obpabatbiBaTb 3anMpocCbl Ha ayTeHTUdMKaumMm M TpeboBaTb OT MOMb30BATENS BTOPOM (aKTop
ayTeHTUDMKaALUM.

www.indeed-id.ru cTpaHuua 9 n3 12


http://www.indeed-id.ru/

AyTeHTMdMKaumMa no BTOpOMYy (akTopy BbiNosiHAeTcS Ha cepBepe Indeed Access Manager u pe3synbrart
nposepkn yepes NPS cepBep TpaHUIMPYETCS B LLeNIEBOE NPUSIOXKEHME.

Indeed AM NPS RADIUS Extension B kayectBe BTOpOro ¢aktopa MNOAAEPXMBAET ayTeHTUPUKALMK C
nomowblo ogHopasosbix naponen OATH TOTP u HOTP, omHopasoBbix kogoB 4vepe3 SMS u EMail u
out-of-band aytreHTMdukaumm c ncnonbzosaHmeM mobunbHoro npunoxenus Indeed AirKey Cloud.

AyteHtudumkaumns no RADIUS npoTtokony MoxeT ObiTb Mcnonb3oBaHa Bo MHormx VPN u VDI peweHnumsx,
HanpuMmep, B NporpaMMHbIx npoayktax komnanui Cisco, Citrix, Check Point, VMWare, C-Teppa.

Indeed AM API

Indeed AM API npeactaBnsieTr coboi nporpaMMHbii nHTepdernc dopmata REST APl ang uHTerpauumn co
CTOPOHHUMM CUCTEMAMM M NPUNOXKEHUMU. APl MOXxeT ObITb UCNONBb30BaH ANS ABYX LEeNneu:

o Peanuszauma aByxdaktopHon ayteHTMdumKaumm. B cnyyae, korma LeneBoe MpUNOXKEHUE He
NOALEPXKMBAET HU OOMH M3 CTaHOAPTOB ayTEHTUPUKALMM, ABYXDAKTOPHAs ayTEHTUPUKALMS MOXKET
ObITb f0OaBNeHa B Hero nyteM BCTpauBaHus Bbi3oBOB Indeed AM API. Takon nogxon MoxeT 6bITb
MCMONb30BaH 41 MPUIOXKEHWUIA COBCTBEHHOM MM 3aKa3HOW pa3paboTku, KOraa ectb BO3MOXHOCTb
MX 0OpaboTKMU.

e VHTerpaumss CO CMEXHbIMM  cucTEMaMW. Takasg  uMHTerpaums MO3BOMSIET  peann3oBaTb
LOMNONHUTENbHbIE CLeHapuM No aBTOMaTu3auMu paboTbl C YYETHbIMU [AHHBIMU WM KOHTPOJO
[ocTyna nonb3oBateneid. lNpuMepaMu TakuMX CLEHAPUEB SBASKOTCA MHTErpaumMs C CUCTEMAMM
yrnpaBfieHns MNpaBaMuM WM Y4YeTHbIMM OaHHbIMM nonb3oBaTenel (ldentity Management, IDM) u
cuctemMamm KoHTpons dusmdeckoro gocryna (CKYL).

WHTerpauyus c Identity Management cuctemamum

MHTerpauma no3BonsieT B aBTOMATUYECKOM pEeXMMe CO03[43BaTb M HANoNHATb npodunb [ocTyna
nonb3oBatenss ana mopyna Indeed AM Enterprise SSO. KoHHektop Kk IDM cucteMe no3Bonser B
aBTOMATUYECKOM pexXMMe CMHXPOHW3MPOBATb yYeTHble AaHHble nonb3oBaTtener B 6ase AaHHbIX Enterprise
SSO. YueTHble paHHble co3patTcd npu nomowy |IDM-KOHHEKTOpPOB K LeneBbiM CUCTEMaM U TYT Xe
coxpaHstTca B noacucteme Indeed AM Enterprise SSO, usbagnss coTpygHUKA OT 3aMOMMHAHWUS U PYYHOTO
BBOAA Naposiei. MHTerpauuns no3sonseT Noay4YmTb Takme NpenMyLLecTBa:

e [loBbllWeHME YPOBHS MHDOPMALMOHHOM 6€30NaCHOCTM KOMMAHWK 3a CYET MOMHOM aBTOMAaTM3aLuu
XWM3HEHHOTO LUMK/Ia naponer nonb3oBaTener (MaposivM CO34aKTCH, M3MEHSKTCS M BBOAATCA
MOMIHOCTbIO B aBTOMATUYECKOM pexunme, 6e3 yuyacTus nonb3osaTtenen u alMMHUCTPATOPOB)

e MuWHMMM3AUMS LWAroB B NPeaoCTaBAeHUM U MOJyYEHUU [OCTyNa COTpyLHMKamu. Mocie 3aHeceHms
HOBOrO MONMb30BaTeNs B MCXOOHYKW cucteMmy (Hanpumep, HR-cuctemy) M BbINOMHEHMS
CMHXPOHM3ALMKN (B aBTOMATUYECKOM pEXMME), MONb30BaTeNb NonyyaeT 6ecnaponbHbii AOCTYN BO
BCe HeobXxoaMMble eMY CUCTEMBI.

CxeMa unterpaumm Indeed AM Enterprise SSO c IDM

Paccmotpum cxemy paboTbl Ha npuMepe Gu3Hec-onepauymu MPUHATMS HOBOFO COTPYAHMKA Ha paboTy M
MCMONb30BaHMS ONs ayTeHTUPUKaLMK Npu goctyne K pabouemy crony USB-kntoua. Becb mpouecc MoxHO
YCNOBHO pa3fenuTb Ha 5 KpyMHbIX LWAros..

1. CoTpymHuMK oThena KafpoB perucTpupyeT 3anucb 0 HOBOM COTPYAHWMKE B CUCTEME y4yeTa nepcoHana
(HR cucrema).

2. T[locne 3Toro, AaHHble 0 HOBOM COTpYAHMKE nonagatT B 6a3y aaHHbix IDM uepes koHHekTOp K HR
cucTeme.
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3. Ha ocHoBe 310r0 cobbiTs IDM BbINONHSET ONepaLmio CMHXPOHM3ALMK, CO3aaBast A8 NOJIb30BaTeNs
y4YeTHble 3anncuM BO BCEX MPUIOXKEHUSX, COMMACHO AOMKHOCTM (BusHec-ponu) coTpypHuka. [ns
[LAaHHOW onepaumu UCNoNb3YyTCA cneumanbHble IDM-KOHHEKTOPpbI.

4. Tlo TakoMy Xe npuHUMMY peann3oBaH KOHHekTop K Indeed AM Enterprise SSO, KoTopbi Ha
3aKNHOUMTENBHOM LIAre CUMHXPOHM3auMM co3paeT npodunb goctyna cotpygHuka B B[, Enterprise
SSO, konupys B HEro y4yeTHble AaHHbIe NOb30BaTENS.

5. Ha paHHOM ware coTpyaHMK MMeeT BCe Heobxoammoe ans pabotbl. [Mocne nonyveHms pocrtyna K
cBoeMy pabouemy crtony, areHT Indeed AM Enterprise SSO ob6ecneumBaeT Ang COTpyaHMUKA
Npo3payHbii  AOCTYN BO BCe HeobxoAuMble MPUNOXEHUs, MOACTABASAS YYeTHble JaHHble
nonb3oBatens B GOpMbl BXOAA B MPUIOXKEHMS.

WNHTerpauns ¢ CKY[]

MHTerpaumsa C cucteMaMu KOHTPOAs W ynpasneHus ¢usmyeckum poctynom (CKY[) paet BO3MOXHOCTb
Indeed AM yuuTbIBaTb MECTOMONOXEHWE COTPYAHMKA B MOMEHT €ro ayTeHTUdUKauun. ITO no3BonseT
peanu3oBbIBaTb, HANPUMeEp, TakUe CUeHapun AOCTyna:

e PazpewunTb AOCTYN TONBbKO MPU HaxXOXOEHWM COTPYAHMKA BHYTPWM MepUMETpa 34aHus (Hanpumep,
BXO0A, yepes npoxoaHyto N1, N22 u N23);

e PazpewunTb [OCTYN TONbKO B OMpefaeneHHOM KabuHeTe (HanpuMmep, Tonbko B KabuHete N25, He
MMeeT 3HAYeHUS, KaKMM MapLUPYTOM COTPYAHWK B HEro nonan);

e (C noboro komMnbloTEPa ONpefeneHHoM 30Hbl (Hanpumep, K N1060My KOMMbIOTEPY 3 3Taxa).

O komnaHun NHonn

Komnanus MHama siBnseTcs poCcCMMCKUMM pa3paboTunkom nporpaMMHoro obecneyeHms nog Mapkown Indeed
Identity. PaspabaTtbiBaeMble HAMKW NpPOrpaMMHbIe KOMMIEKChbl NpeaHa3HayeHbl AN9 YrnpaBieHus 0OCTYNoMm
COTPYOHMKOB K MHGMOPMALMOHHBIM pecypcaM KOMMaHMKM, KOHTPOAS A[0CTyna MpUBUIErMPOBAHHbIX
nonb3oBaTeniel, a TakKKe YNPaBNeHUK MHAOPACTPYKTYPOM OTKPLITBIX KAKYEN WM KU3HEHHBIM LMK/IOM
cMapT-kapT 1 USB-kntouei. MpoaykTbl KOMNaHMM MCNONb3YHOTCS B Beaywmx komnanusax Poccumn n CHI B
pa3NnyHbIX OTpacnax: GMHAHCOBOW, MPOM3BOACTBE, HedTerasoBoM, puTeinne U TeNEeKOMMYHUKALMOHHOM.
Odwcbl koMnanuu pacnonoxeHsl B CaHkT-leTepbypre, Mockse, Bennkom Hoeropoae v BunbHtoce.

YT106bI NONYUUTL AONONHUTENBHYIO MHDOPMaLMK O NMPOAYKTaX KOMMAHWUMU, 334aTb MHTEpeCytoLLMe BONpOChl
M NOSYYMUTb KOHCYNbTALUMIO NOCeTMTe canT www.indeed-id.ru.
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